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Wiley India Pvt. Ltd, 2015. So@cover. Book Condition: New. 5th or later edition. Building on the popular Sybex
Study Guide approach, this book provides 100% coverage of the Security+ exam objectives. The book contains
clear and concise information on crucial security topics. It includes practical examples and insights drawn from
real-world experience. Foreword Introduction Chapter 1 Measuring and Weighing Risk Risk Assessment
Computing Risk Assessment Acting on Your Risk Assessment Risks Associated with Cloud Computing Risks
Associated with Virtualization Developing Policies, Standards and Guidelines Implementing Policies
Understanding Control Types and False Positives / Negatives Risk Management Best Practices Disaster Recovery
Tabletop Exercise Chapter 2 Monitoring and Diagnosing Networks Monitoring Networks Network Monitors
Understanding Hardening Working with Services Patches User Account Control File systems Securing the
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Issues Alarms Alerts Trends DiGerentiating between Detection Controls and Prevention Controls Chapter 3
Understanding Devices and Infrastructure Mastering TCP / IP OSI Relevance Working with the TCP / IP Suite IPv4
and IPv6 Understanding Encapsulation Working with Protocols and Services Designing a Secure Network
Demilitarized Zones Subnetting Virtual Local Area Networks Remote Access Network Address Translation
Telephony Network Access Control Understanding the Various Network Infrastructure Devices Firewalls Routers
Switches Load Balancers Proxies Web Security Gateway VPNs and VPN Concentrators Intrusion Detection
Systems Understanding Intrusion Detection Systems IDS vs. IPS Working with a Network-Based IDS Working
with a Host-Based IDS Working with NIPSs Protocol Analyzers Spam Filters UTM Security Appliances Chapter 4
Access Control, Authentication and Authorization Understanding Access Control Basics Identification vs.
Authentication Authentication (Single Factor) and Authorization Multifactor Authentication Layered Security
and Defense in Depth Network Access Control Tokens Federations Potential Authentication and Access Problems
Authentication Issues to Consider Authentication Protocols Account Policy Enforcement Users with Multiple
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